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Disclaimer

The software described in this document is furnished under a license agreement and may be used
only in accordance with the terms of the agreement.

Copyright Notice

Copyright © 2009 SecureW2 B.V.
All rights reserved

Released: Juli 2009

This document may not, in whole or in part, be copied, photocopied, reproduced, translated, or
reduced to any electronic medium or machine-readable form without prior consent in writing from
SecureW2 B.V.

Every effort has been made to ensure the accuracy of this manual. However, SecureW2 makes no
warranties with respect to this documentation and disclaims any implied warranties of merchantability
and fitness for a particular purpose. SecureW2 shall not be liable for any errors or for incidental or
consequential damages in connection with the furnishing, performance, or use of this manual or the
examples herein. The information of this document is subject to change without notice.

Trademarks
SecureW2 is a trademark of SecureW?2 B.V.

Other product names mentioned in this manual may be trademarks or registered trademarks of their
related companies and are the sole property of their respective manufacturers.
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The SecureW2 Client methods can be used for wired and wireless connections. The following section
shows how to configure your wireless network adapter for 802.1X. For wired connections you can skip
section this section and continue with the section

IMPORTANT: Make sure the “Show icon in notification area when connected” is selected. This
will allow the Wired and Wireless Zero Config to interact with the user when needed.

1. Wired
1.1. Windows 2K/XP/Vista

In most cases the Wired Auto Config service required for 802.1X has been turned off by default. To
enable this go the Services in your "Administrative tools", look for the "Wired AutoConfig" service, and
set the startup to Automatic and then start the service.

Then to access the 802.1X configuration go to "Network Connections" via the start menu. Right-Click
on your wired adapter and select “Properties”. This will show the "Network Properties" Window.

-1 Local Area Connection 2 Properties [‘EJEI

General | Authentication | Advanced

Connect using:

B& EBluetooth LAM Access Server Dirver . Configure...

Thiz connection uzes the following items;

E’i Client for Microzaft Mebworks .
B 73T Packet Filter
.@; File and Printer Sharing for Microsoft Metworks

I8 305 Packet Scheduler v
£ b3
[ [fztall... ] [ Uninztall ] [ Froperties
Drescription

Allowws pour computer to access resounces on a kicrozoft
nietwark.

Show icon in notfication area when connected
[ ] Motify me when this connection has limited or no connectivity

2k ] [ Cancel

Select the "Authentication” tab. In this tab you can select the EAP method which you wish to use for
authentication. The "Enable IEEE 802.1X authentication for this network" should be enabled.
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-1 Local Area Connection 2 Properties [‘EJEI

General | Authentication | advanced

Select thiz option to provide authenticated netwark, access for
Ethermet networks.

[“|Enable [EEE 802 1% authentication for this netwaork:

EAP tupe: Smart Card ar other Certificate w

Authenticate az computer when computer information iz available

[ Authenticate as guest when user or computer infarmation is
unavailable

F, ] [ Cancel

To configure the selected EAP method for this adapter click on "Properties”. For more information on
configuring SecureW2 methods see the Configuration Guide.

2. Wireless
2.1. Windows 2000

The Windows 2000 wireless configuration uses the same steps as described above in the wired
section. In Windows 2000 you must use the client software provided with your wireless Ethernet card,
as there is no standard wireless client.

Please refer to the manual for your wireless network adapter for more information on how to configure
for 802.1X.

2.2. Windows XP (service pack 2 or higher)

To access the wireless configuration for your adapter you can either click on the tray icon of the
network adapter with the right mouse button and select "View Available Wireless Networks".

Or you can go to "Network Connections" via the start menu. Right-Click on your wired adapter and
select “View Available Wireless Networks”.
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i"” Wireless Network Connection

X

Metwork Tasks

@ Refresh network list

<2 Set up a wireless network
for & home or small office

Related Tasks

y Learn about wireless
T

¢ Change the order of
praferrad natwarks

g Change advanced
sethings

Choose a wireless network

Click an item in the list below to connect ko a wireless network in range or to get more
information.

(« i}} SECUREW2 Connected ¢

I Securty-enabled wireless netwark (WPA) IIII[I
({ i}} belkin54g

[ Security-enabled wireless netwaork (WPA) -u[ilﬂ
(«i}) SHE

[\ Security-enabled wireless network l[l[ﬂ[l

In Windows XP you have to add the 802.1X network profile manually. To add a new network select the

"Change advanced settings".
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4. Wireless Network Connection Properties [?)[X]

General |Wireless Metworks | Advanced

Connect using:
BHE IntellR] PROAMIeless 3945486 Met

Thiz connection uzes the following items;

="t Clignt for Microsaft Mebwarks A
B 74T Packet Filter B
.@, File and Printer Sharing for Microsoft Metworks
I8 305 Packet Scheduler v
< | >
[ [fztall... ] [ Uninztall ] [ Froperties
Drescription
Allowws pour computer to access resounces on a kicrozoft
nietwark.

Show icon in notfication area when connected
Matify me when this connection has limited or no connectivity

2k ] [ Cancel

Select the “Wireless Networks” tab.

Page | 6



L Wireless Network Connection Properties [?|X]

General | Wireless Metworks | Advanced

[*]iLse Windows to configure my wireless network, settings

Avallable networkz:

To connect to, dizconnect fram, or find out more information
about wireless netwaorks in range, click the button below.

Wiew wireless Netwarks

Preferred networkz:
Autamatically connect to available netwarks in the arder listed
belon;

A REOM [Autamatic] ~
A Fluence/Tw'3 Kantoor [Automatic)

% Beestenboel [Automatic)

A Fluence Vergaderuimte [Autamat... 3

[ Add... ] [ Bemove ] [ Froperties ]
l.;si;in jrlf;u_;izfettinu up wirgless network,
[ 2k ] [ Cancel ]

Make sure the “Use Windows to configure my wireless network settings” is selected.

You are now presented with the “Wireless network properties” window.

NOTE: In Windows XP SP1 and lower the “Available networks” box shows the available access points.

Select "Add" to create a new network (if the SSID is not broadcasted) or select the one you wish to
configure and click on “Properties”.
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Wireless network properties

Azzociation |.i'-.uthenti|:ati|:|n Connection

Metwaork, name [S510]: |

[ ] Connect even if this network iz not broadeasting

Wireless netwark ke

Thiz nebwark requires a key for the fallowing:

Metwork, Authentication: | Open w |

Data encryption: | WEPR I |

[ 2]

The key iz provided for me automatically

[] Thiz is a computer-to-computer [ad hac) netwaork; wirsless
access pointz are not used

[ OF. l [ Cancel

Here you can configure the basic wireless setting for your adapter. An example of a WPA/TKIP
configuration can be found below.
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Wireless network properties

Association | Authentication | Connection |

Netwark name [S51D]: |SEELIHEW2

[ ] Connect even if this network iz not broadeasting

Wireless netwark ke

Thiz nebwark requires a key for the fallowing:

Metwork, Authentication: | WP,

v
Data encryption; | a |

[ 2]

The key iz provided for me automatically

[] Thiz is a computer-to-computer [ad hac) netwaork; wirsless
access pointz are not used

[ OF. l [ Cancel

Now select the "Authentication” tab. In this tab you can select the EAP method which you wish to use
for authentication. The "Enable IEEE 802.1X authentication for this network" should be enabled.
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Wireless network properties

Azzociation | Authentication |Eu:unneu:tiu:un

Select thiz option to provide authenticated network, access for
wirelezs Ethemet nebworkz.

[Y]Enable IEEE 802 1x authertication for this nebwork;

EAP tupe: | Srart Card or ather Certificate w |

Authenticate az camputer when computer infarmation iz available

[] Authenticate a3 guest when user or computer infarmatian is
unavailable

(] l [ Cancel

To configure the selected EAP method for this adapter click on "Properties”. For more information on

configuring SecureW2 methods see the Configuration Guide.

When configured, the access-point will appear in the “Preferred networks” box as shown in the

Wireless Networks tab.
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2.3. Windows Vista/7

To access the wireless configuration for your adapter click on the tray icon of the network adapter with
the right mouse button and select "Network and Sharing Center".

Connect to a network

Turn on activity animation

Turn off notification of new networks

Diagnose and repair
Metwork and Sharing Center
R W0 ST em

To connect to a new network select "Connect to a network".

MNetwark and Sharing Center
COMpu
View full map
ect to A nets

Manage wireless networks L] - r
- N @

Set up & connection or network
MLC-PC Internet

Manage network connections (This computer)

I:Img nose and regamr

E-Hﬂmchd

Wireless nebworks are available.
Connect to a nebwork

See ako

Bluetooth Devices
HP Wireless Assistant
Intemet Options
Windows Firewall

‘Windows Mobile Device Center

In Windows Vista you have to add the 802.1X network profile manually. Select "Manually create a
network profile".
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N o Manually connect to a wireless network

=

How do you want to add a network?

Eﬁ.r Add a network that is in range of this computer

This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer,

Ayt Manually create a network profile
"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (55I0) and

security key (if applicable).

A& Create an ad hoc network
This creates a ternporary network for sharing files or an Internet connection

Cancel

Here you can configure the basic wireless setting for your adapter.
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& A &

@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name;

Security type: [Choose an option] 5 ]

Encryption type:

[T] Start this connection automatically

[C] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Security Key/Passphrase: ["] Display characters

Mext I[ Cancel

An example of a WPA/TKIP configuration can be found below.
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@ 2! Manually connect to a wireless network i

Enter information for the wireless network you want to add

Metwork name: SECUREWZ-TEST

Security type: [WPA-Enterprise i ]

Encryption type: [TKIF' v]

Security Key/Passphrase: Display characters

Start this connection auternatically

Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

[ Mext ][ Cancel

After entering the configuration you are presented with the following window.
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U 2! Manually connect to a wireless network i

Successfully added SECUREW2-TEST

< Connect to..
Open the "Connect to a network” dialog so I can connect.

+ Sl TG S LT TSN T LT g S

Open the connection properties so thatI can change the settings.

Select "Change connection settings". You are now presented with the "Wireless Network properties”
window.
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SECUREW2-TEST Wireless Network properties (S5

Connection | Security

Marme: SECUREW 2-TEST
5510 SECUREW2-TEST
Metwork Type: Access point

Metwork Availability: Al users

[#]Lonnect automatically when this network is in range;
Connect to @ more preferred network if available
Connect even if the network is not broadcasting

[ Ok, ] [ Cancel

Select the "Security" tab.
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SECUREW2-TEST Wireless Network properties [

Connection | Security

Security type: | WPA-Enterprise -|

Encryption type: [Tk:LP' v]

Choose a network authentication method:
|Authorld: 29114: Secureli2 EAPTTLE | = | [ Settings. ..

Cache user information for subsequent connections
to this network

i Ok, i [ Cancel

To configure the selected EAP method for this adapter click on "Settings...". For more information on
configuring SecureW2 methods see the Configuration Guide.
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